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Abstract of JP7079246 

PURPOSE:To obtain a management system in which it is not necessary for an operator to manage different 
kinds of node constitution information by automatically defining the different kinds of node constitution 
information necessary at the time of transmitting a request to the different kinds of node. 
CONSTITUTIONS a network system in which a managing station 1 manages different kinds of nodes 3 
whose protocols are different through gate ways 2a and 2b, identifiers for specifying the different kinds of 
nodes 3 are automatically generated for each different kind of node by gate ways 2b and 2d at the time of 
request transmission, and stored as the different kind of node constitution information in which the 
identifiers are made to correspond to the addresses of the different kinds of nodes. Also, the managing 
station collects the different kind of node constitution information defined by each gate way from the gate 
ways, and stores it. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] Two or more networks according to the communications protocol which is different 
from each other are mutually connected by Gateway. In the network management system with 
which the management station in one certain network sends and receives the request / response 
message for the node in other networks (it is called a heterogeneous node), and management 
information collection / setup via Gateway the above-mentioned Gateway A means to generate 
automatically the identifier for identifying which heterogeneous node it is a request to for every 
heterogeneous node when a management station transmits a request to a heterogeneous node 
through Gateway, It has a means to memorize the heterogeneous node configuration information 
which matched the address of the identifier which carried out [ above-mentioned ] generation, 
and the above-mentioned heterogeneous node. A means by which the above-mentioned 
management station collects the above-mentioned heterogeneous node configuration 
information, and matches and memorizes the address of Gateway from the Gateway in a network 
to the collected heterogeneous node configuration information, A means to search an identifier 
and the Gateway address from the heterogeneous node address specified by an operator based on 
the heterogeneous node configuration information which carried out [ above-mentioned ] 
collection, The network management system characterized by having a means to add the 
searched identifier to a request message and to transmit to Gateway based on the address which 
carried out [ above-mentioned ] retrieval [claim 2] The network management system according 
to claim 1 characterized by having a means to detect change of network configuration by 
checking existence of said Gateway periodically when said management station is started, 
collecting heterogeneous node configuration information from the above-mentioned Gateway, 
and comparing with heterogeneous node configuration information [ finishing / acquisition / 
already ]. 

DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] About a child and a work-piece managerial system, in the network 
system to which two or more networks which follow in more detail the communications protocol 
which is different from each other were connected by Gateway, this invention relates to a 
suitable managerial system, when the network according to especially TCP/IP and the network 
according to protocols other than TCP/IP are connected. 
[0002] 



[Description of the Prior Art] First, it attaches and explains to the conventional node 
management of the network according to protocols other than TCP/IP from the management 
station of SNMP and SNMP which is the standard management protocol of the network 
according to TCP/IP. 

[0003] About SNMP, it is specified in order to, perform collection and setting processing of 
management information from the node in a network for example, as indicated by M.T. Lowe's 
work / Takeshi Nishida translation "a guide to TCP/IP network administration" (TOPPAN, Inc. 
issue), and it is a network management protocol, and when the manager program in a 
management station and the agent program in a managed node send and receive a message 
mutually, it realizes. 

[0004] That is, the manager program in a management station transmits the request message 
which requests collection/setup of management information (message path information, traffic 
information, such as transmission / the number of received messages, fault information, etc.) 
from the agent program in a managed node (a host, a router, bridge, etc.) using UDP/IP packet. 
An agent program performs requested informational collection/setting processing, sets the result 
as a response message, and transmits it to a manager program. 

[0005] Now, Above SNMP cannot be supported when an administration object node follows 
protocols other than TCP/IP. About such a heterogeneous node, it has managed by the approach 
shown below in the conventional system. 

[0006] A management station transmits a request to Gateway first. Gateway transmits this to a 
heterogeneous node, after changing the above-mentioned request into the protocol with which 
the heterogeneous node follows. A heterogeneous node has a program (it is called an original 
agent) equivalent to the above-mentioned agent, performs collection/setup of management 
information according to the above-mentioned request, and returns the result to Gateway. 
Gateway carries out TCP/IP protocol conversion of this, and transmits to a manager program. 
[0007] In management of the above heterogeneous node's, the program which performs junction 
processing between a management station and a heterogeneous node for the thing of Gateway in 
a "management vicarious execution node", and a call and a management vicarious execution 
node is called a "proxy agent." 

[0008] Now, when transmitting a request to a heterogeneous node through a management 
vicarious execution node from a management station, the identifier for identifying whether it is a 
request addressed to the heterogeneous node of the throat in a network connected to the point of 
a management vicarious execution node is needed. Generally as this identifier, the community 
name is used. 

[0009] A "community name" is information which is an ASCII character string for attesting a 
manager, and is standardly set to the header unit of an SNMP message by the agent side. When 
the community name which is different from each other in each heterogeneous node is assigned 
and the manager program in a management station transmits a request message to a 
heterogeneous node, the community name currently assigned to the heterogeneous node is set to 
a request message, and it transmits to a management vicarious execution node. Of the proxy 
agent in a management vicarious execution node, the community name of the received request is 
checked and it identifies which heterogeneous node it is a request to. 
[0010] Generation of the community name for conventionally realizing management of a 
heterogeneous node mentioned above and the procedure for defining the heterogeneous node 
configuration information which matched the community name which are a heterogeneous node 
and its identifier as a proxy agent and a manager were left to the operator. 
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[0011] 

[Problem(s) to be Solved by the Invention] being appropriate - it is alike and, generally a 
configuration change occurs frequently by the addition of a node, or connection with a new 
network in a network. In this case, by the conventional method, whenever modification of 
network configuration arose, the operator had to perform generation of a community name, and 
matching with the generated community name and a heterogeneous node, and that burden was 
very large. Moreover, when a request was transmitted to a heterogeneous node, the community 
name currently assigned to the heterogeneous node was set, and the IP address of a management 
vicarious execution node had to be specified, it had to transmit, and, originally the address 
currently assigned to the heterogeneous node was not able to be used. For the reason, the 
problem of being bad also had the operability in a management station. 
[0012] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, in the 
network management system of this invention A means to generate automatically the identifier 
for identifying which heterogeneous node it is a request to for every heterogeneous node when a 
management station transmits a request to the above-mentioned Gateway through Gateway at a 
heterogeneous node, A means to memorize the heterogeneous node configuration information 
which matched the address of the identifier which carried out [ above-mentioned ] generation, 
and the above-mentioned heterogeneous node is established. A means to collect the above- 
mentioned heterogeneous node configuration information to the above-mentioned management 
station, and to match and memorize the address of Gateway from the Gateway in a network to 
the collected heterogeneous node configuration information to it, A means to search an identifier 
and the Gateway address from the heterogeneous node address specified by an operator based on 
the heterogeneous node configuration information which carried out [ above-mentioned ] 
collection, It is characterized by establishing a means to add the searched identifier to a request 
message and to transmit to Gateway based on the address which carried out [ above-mentioned ] 
retrieval. 
[0013] 

[Function] According to this invention, in a management vicarious execution node, 
heterogeneous node configuration information is automatically created by the above-mentioned 
configuration, and the heterogeneous node configuration information is memorized by it also at a 
management station. Moreover, an operator only specifies only the address of a heterogeneous 
node, without being conscious of a community name, and can transmit a request message to an 
assignment heterogeneous node via a management vicarious execution node. 
[0014] 

[Example] Hereafter, the managerial system of the network which applied SNMP is explained as 
an example as an example of this invention. 

[0015] Drawing 2 shows the whole system configuration to which this invention is applied. Here, 
between the management station 1 connected to LAN4, and the node 2, the communication link 
is performed using TCP/IP which is a standard protocol, and this is called a "information system 
network" on these specifications. On the other hand, by the controller 3 connected to LAN5, the 
communication link is performed using the non-standard original protocol, and this is called a 
"control-system network." 

[0016] Node 2b and 2d, it connects with both the information system network and the control- 
system network, and this serves as a management vicarious execution node. Moreover, the 
controller which saw from the management station and was connected to the control-system 
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network is treated as a heterogeneous node. 

[0017] Drawing 3 shows the software configuration of a management station. As shown in 
drawing 3 , it consists of the platform 31 for realizing SNMP, application program: AP (the 
control-system network discovery display AP 32, the control-system network configuration Fig. 
display AP 33, controller management information collection / setup AP 34) for managing a 
controller, an IP node configuration table, and a controller configuration table. A table format is 
explained first mentioning later about the detail of management 32, 33, and AP 34. 
[0018] Drawing 4 shows the configuration of IP node configuration table. The area 41 which this 
table is a thing for managing the configuration of an information system network, and sets a node 
number, The area 42 which sets the IP address of a node, and the area 43 which sets the type (it 
sets with proxy in the case of a management vicarious execution node, and it sets with AGT 
when that is not right) with which the node expresses whether it is a management vicarious 
execution node, It consists of area 44 which sets the start address of the controller configuration 
table collected from each management vicarious execution node in the case of a management 
vicarious execution node. 

[0019] Drawing 5 shows the configuration of a controller configuration table. This table consists 
of area 51 which sets a controller number, respectively, area 52 which sets the community name 
assigned to each controller, and area 53 which sets the address of a control-system network by 
being for managing the configuration of a control-system network, and being prepared 
corresponding to the control-system networks 5a and 5b. 

[0020] Drawing 6 indicates the flows of a request / response message to be a management 
vicarious execution node and the software configuration of a controller. 

[0021] The management vicarious execution node 2 consists of the SNMP platform 61, an agent 
62, the proxy agent 63, a control-system communications protocol 64, a controller configuration 
table 64, and a configuration file 66. Here, the number and the address of the controller 
connected to the control-system network are beforehand registered into the configuration file, 
and it is referred to in case a controller configuration table is created. 

[0022] Now, of an agent, reception of the request from a management station checks the request 
to the node concerned, or the request to a controller with reference to a community name. In this 
example, to the node connected to the information system network, a community name called 
IPCOM shall be defined and it shall identify with this name. Moreover, if it is a request to the 
node concerned, according to the contents of a request, collection/setup of management 
information will be performed, and a response will be returned. A proxy agent will be passed if it 
is a request to a controller. 

[0023] Of a proxy agent, if the request handed by the agent is received, after identifying a 
request place controller using a community name and changing into a control-system 
communications protocol, a request is transmitted to an assignment controller. Moreover, after 
changing into SNMP the response received from the controller, it is transmitted to a management 
station. 

[0024] The controller 3 consists of a control -system communications protocol 65 and an original 
agent 66, of an original agent, it receives the request from a proxy agent, performs 
collection/setup of management information, and returns a response. 

[0025] Next, the processing flow of an agent 62 and the proxy agent 63, and the original agent 68 
is explained. 

[0026] Drawing 7 shows an agent's processing flow. Of an agent, it becomes the waiting for an 
SNMP request from a management station first (processing 71). Here, for a request message and 



4 



a SUPONSU message, ** is also ** about the same format. 

[0027] These messages consist of the area 81 which sets the version number of SNMP, the area 
82 which sets a community name, area 83 which sets the request classification (code for 
identifying whether it is collection or a setup of management information) of a message, error 
status and the area 84 and 85 which sets Error INDEX, and area 86 which sets a variable list, as 
shown in drawing 8 . 

[0028] It is the area which becomes effective [ error status and Error INDEX ] at the time of a 
response message, and the error information (if unusual whether it is normal termination detail of 
an error) to a request is set. The variable list consists of name (area 8a, 8c, and 8e) and value 
(area 8b, 8d, and 8f). ID for identifying the management information to demand is set to name, 
and the value which the ID shows is set to value. The number of this name and value(s) consists 
of n name(s) and value(s), when it is in agreement with the number of the management 
information at the time of requesting and n management information collection is required. 
[0029] If a request is received, a community name will be checked and the addressing request to 
a self-node or the addressing request to a controller will be identified (processing 72). When a 
community name is IPCOM, it is the addressing request to a node concerned, and Requests ID 
(collection/setup) and name are checked, and collection/setting processing of management 
information is performed. 

[0030] Then, a response message is created and it transmits to a management station 
(processings 73 and 74). A request is passed to a proxy agent when a request message is not 
addressing to an agent (processing 75). 

[0031] Thus, of an agent, about the addressing request to a node concerned, according to the 
demanded contents of the request, collection/setup of management information are performed, a 
response is returned to a management station, and if it is an addressing request to a controller, a 
request will be passed to a proxy agent. 

[0032] Next, processing of a proxy agent is explained with reference to drawing 1 . Starting of a 
proxy agent performs setting processing of a controller configuration table ( drawing 5 ) first 
(processing 101). Here, about a controller number and the address (area 51 and 53), it reads from 
a configuration file and sets. Moreover, a different name for every node is generated and set 
about the community name of area 52 (processing 102). In this example, it shall generate in order 
of CTLCOM1 , CTLCOM2, and CTLCOM3, and shall set. 

[0033] After a setup of a controller configuration table is completed (processings 101 and 102), it 
becomes the request message receiving waiting from an agent (processing 103). 
[0034] If a request message is received, a community name will be read, the same name as the 
received community name will be searched from a controller configuration table, and it will be 
confirmed the request to which controller it is (processing 104). And the address of a controller 
is read, controller HERIKUESUTO is transmitted using a control-system communications 
protocol, and it becomes the waiting for response reception (processings 105 and 106). 
[0035] If a response comes on the contrary from a controller, the message will be changed into 
an SNMP message, and it will transmit to a management station (processing 107), and will 
become the request waiting to the following controller. 

[0036] By the controller 3, the original agent 66 is started and the flow shown in drawing 8 is 
performed. In the request receiving waiting state (processing 91) from a proxy agent, if a request 
is received, the contents of the request will be analyzed and collection/setting processing of 
management information will be performed (processings 92 and 93). Subsequently, a response is 
transmitted to a proxy agent (processing 94), and it becomes the following request receiving 
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waiting. 

[0037] The addressing request to a controller is handed to the original agent in an assignment 
controller by the proxy agent and original agent who showed above using a control-system 
protocol And the response from an original agent is transmitted of a proxy agent at a reception 
management station. 

[0038] Next, processing of the control-system network discovery display AP 32 in a 
management station, the control-system network configuration Fig. display AP 33, and the 
controller management information collection / setup AP 34 is explained. 
[0039] Here, about IP node connected to the information system network, it shall already be 
discovered and the node number of IP configuration table ( drawing 4 ) and the set of an IP 
address (area 41 and 42) shall be performed. Moreover, the block diagram of the information 
system network shown in drawing 1 0 shall also already be displayed. In addition, matching with 
a node number shall be performed to each icon 1 0 showing the node displayed on the window. 
This edits each icon displayed on the window, or is a thing for performing matching with the 
icon and node number by which the mouse click was carried out by the operator, and, for details, 
omits by this example. 

[0040] Now, an operator starts the control-system network discovery AP 32 first. Starting 
performs the flow shown in drawing 1 1 R> 1 . 

[0041] First, information gathering (get) of a controller configuration table is required one by 
one from the node set to IP node configuration table (processing 1 1 1). If a demand is successful 
(a request terminates normally), the node is a management vicarious execution node, and after it 
collects all the values of a controller configuration table, it will set proxy to a node type (area 
43). And the start address of the collected controller configuration tables is set to area 44 
(processings 112-114). Moreover, if it is not a management vicarious execution node, after 
setting AGT to a node type (processings 1 12 and 115), it checks to the following node. The 
above processing is performed to all IP nodes (processing 1 16). 

[0042] Next, based on the node type information set by processings 114 and 1 15, as shown in 
drawing 12 , the network configuration Fig. of IP node is edited. An additional indication of an 
alphabetic character called proxy is given, and the icon 1 3 showing the control-system network 
being connected to the bottom of it is displayed on the icon 12 of the discovered management 
vicarious execution node (processings 1 17 and 118). In addition, it matches with which node it 
connects to the icon 13 newly displayed on the window (processing 119). Moreover, when this 
icon 13 is double-clicked, it registers so that the control-system network configuration Fig. 
display AP 33 may be started. By processing, an operator can check existence of a control- 
system network now above. 

[0043] If the icon of the control-system network which an operator wants to display is double- 
clicked, the control-system network configuration Fig. display AP 33 will be started, and the 
flow shown in drawing 1 3 will be performed. 

[0044] First, the node number of the icon on which it clicked is checked (processing 131). Next, 
the address of IP node configuration table to a controller configuration table is acquired, and the 
address attached to the block diagram and each controller of the control-system network shown 
in drawing 14 is displayed with reference to the information on a controller configuration table 
(processing 132). Here, matching with a control number is performed to the displayed icon 13 
(processing 133). Moreover, when the icon 13 showing a controller is double-clicked, it registers 
so that controller management information collection / setup AP 74 may be started. In addition, 
in case it starts, the node number of a management vicarious execution node is passed as an 
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argument. 

[0045] Controller management information collection / setup AP performs the flow shown in 
drawing 1 5 . 

[0046] First, the controller number of the icon on which it clicked is checked (processing 151). 
And the IP address of a management vicarious execution node and the address of a controller 
configuration table are obtained from IP node configuration table by using as a key the node 
number of the management vicarious execution node passed by the argument. And the 
community name assigned from the controller number is acquired, and it becomes an operator's 
directions waiting (processings 152 and 153). 

[0047] Here, if directions of the contents of a request from an operator are performed, a request 
message will be created based on the directions, and it will transmit to a management vicarious 
execution node (processing 1 54), and will become the waiting for response message reception 
(processing 155). 

[0048] ID of the acquired community name and the specified request and ID of management 
information are set to a request message. Moreover, in the setting demand of management 
information, the specified set point is set. In addition, a response is returned by processing of the 
agent in whom the transmitted addressing request message to a controller gave [ above- 
mentioned ] explanation, a proxy agent, and an original agent. And if a response is received, the 
contents (value of the management information which collected whether it was normal 
termination) of the message will be analyzed, and it will display on a window (processing 156). 
This is repeatedly performed until there are termination directions from an operator (processing 
157). 

[0049] By the above processing, an operator does not need to be conscious of the community 
name for identifying a controller, and can manage a controller using the block diagram of the 
control-system network displayed on the window. Moreover, an operator can grasp the 
configuration of a control-system network automatically. 

[0050] Although the operator started the control-system discovery display AP, you may make it 
detect change of network configuration in the above-mentioned example by checking this with 
the value of the time of starting of a management station, and the controller configuration table 
which collected controller configuration tables from the management vicarious execution node 
by making it start periodically, and had been registered until now. 
[0051] 

[Effect of the Invention] According to this invention, at a proxy agent and a management station, 
it becomes unnecessary giving [ of heterogeneous node configuration information ] a definition 
an operator. Moreover, an operator does not need to be conscious of a community name, can 
manage a heterogeneous node using the address of a heterogeneous node, and can grasp the 
check of whether a management vicarious execution node is in a network, and the configuration 
of the heterogeneous node under a management vicarious execution node at a management 
station. 



[Translation done.] 
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